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Abstract- Peer to peer e-commerce applications provide an
enhanced and flexible mechanism to access content of the
ecommerce vendor. But these applications are vulnerable to
various security risks and cyber attacks. Sybil attack is an
attack which is generally performed over such applications
to get unauthorized acceded of the resources. Multiple fake
identities are created by the malicious user to perform Sybil
attack. A NST (Neighbour Similarity Trust) based scheme
provides enhanced functionality to detect Sybil attack. But
that technique uses a time consuming and complex procedure
to detect such attacks. A new CBNST (Cluster Based
Neighbour similarity trust) is proposed in this paper to
provide an efficient mechanism to detect Sybil attack in peer
to peer e-commerce. A performance comparison of the
existing and proposed technique is govern in section 1V
which shows proposed technique provides enhanced
functionality to detect Sybil attack in Peer to peer networks.
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I INTRODUCTION

E-commerce (electronic commerce or EC) is the
buying and selling of goods and services, or the
transmitting of funds or data, over an electronic
network, primarily the Internet. These business
transactions  occur  either  business-to-business,
business-to-consumer,  consumer-to-consumer  or
consumer-to-business. The terms e-commerce and e-
business are often used interchangeably. The term e-
tail is also sometimes used in reference to transactional
process around online retail. Electronic commerce
draws on technologies such as mobile commerce,
electronic funds transfer, supply chain management,
Internet marketing, online transaction processing,
electronic data interchange (EDI), inventory
management systems, and automated data collection
systems.

Peer to peer network is a network where two or more
computers are connected to share information without
using any server. In peer to peer e-commerce, peer to
peer applications are used to register content of the e-
commerce into the peer to peer application. A manager
of the ecommerce vendor can allow to search or add
content to the shopping mall or to the ecommerce
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Network. That allows user to access that content as per
their use. By the file sharing system peer to peer
Networks provide an enhanced file retrieval or
uploading functionality to the user.

(EDI), inventory management systems, and automated
data collection systems.

Peer to peer network is a network where two or more
computers are connected to share information without
using any server. In peer to peer e-commerce, peer to
peer applications are used to register content of the e-
commerce into the peer to peer application. A manager
of the ecommerce vendor can allow to search or add
content to the shopping mall or to the ecommerce
network. That allows user to access that content as per
their use. By the file sharing system peer to peer
networks provide an enhanced file retrieval or
uploading functionality to the user.

But is such systems there are various types of attacks
are performed by the malicious user or intruders to get
unauthorized access to the content of the ecommerce
network. Sybil attack is an active attack which used to
perform to get unauthorized access of the e-commerce
system. In Sybil attack a user creates multiple Ids to
perform malicious activity in the network. Due to these
attacks confidential information of the consumers and
vendors are compromised. Thus a mechanism to detect
such attacks is required. A neighbour similarity trust
based technique is presented in [1] to provide a Sybil
attack detection mechanism. But that technique is
inefficient to provide better performance in
continuously changing networks where multiple users
are added in each second.

A CBNST (Cluster Based Neighbour Similarity Trust)
technique is proposed in this paper to provide an
efficient mechanism to detect Sybil attack.

A brief description over the various Sybil attack
detection mechanism is given in section Il Related
Work. Section Il provides a brief incite of the
proposed technique, a performance comparison of the
existing and proposed technique is presented in the
section IV. V. Conclusion.

I RELATED WORK

Peer to peer network applications provides an
enhanced and easy way to do transactions and online
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purchasing. But these applications are vulnerable to
various types of attacks. Sybil attack is one of the
attack which used to perform to get unauthorized
access for user’s data to perform any malicious
activity. A neighbours similarity trust based technique
is presented in [1], for restricting such attacks. In Sybil
attack attacker having multiple fake Ids to perform
their transactions. These attacks causes serious
economic damage for the legitimate user. Trust
evaluation [8] can efficiently improve the network
performance by detecting malicious nodes in the
network. This can be restricts various types of attacks
to provide a secure access for the network. Gatekeeper
[7] a Sybil attack resilient system which restricts
various Sybil attacks. This system enhances the
security of the whole network to provide an improve
performance to communicate among the network. A
Sybil attack detection mechanism for detecting Sybil
attack in VANET is presented in [6]. This system uses
no. of messages rather than no. of nodes to detect Sybil
attacks in VANET. That improves the performance of
the whole technique to provide a secure
communication among the nodes in the networks.

But all these technique are not able to provide suitable
and efficient solution to detect Sybil attack, a CBNST
(Clustering Based Neighbour Similarity  Trust)
technique is proposed in this section to provide
enhanced performance to detect Sybil attack.

11 PROPOSED WORK

Peer to peer e-commerce applications are used to
perform various online transactions and purchasing
goods. Peer to peer applications improve their
performance of the ecommerce by providing a flexible
mechanism to access networks. Security is one of the
biggest concern in ecommerce scenario, in existing
technique a (Neighbour Similarity Trust) NST based
mechanism is used to provide a secure access for the
network. In this technique, neighbour similarity
relation among the various user is used to detect Sybil
nodes because each have knowledge about the
neighbour node, by using that knowledge Sybil node
can be detected. Sybil node is a node which performs
malicious action in the network by creating fake
identities.

But that technique having drawback, that it consume a
lot of time to getting knowledge from the various
nodes in the network. A new technique called CBNST
(Cluster Based Neighbour Similarity Trust) is
proposed. This technique uses a cluster of the
homogeneous nodes to share information among the
network. That enhances the time taken to build
neighbour similarity trust in peer to peer system.
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A flow diagram for the proposed technique is shown in

Figure 1. First user need to login into the network by
using login 1D and password. Then a user dashboard is
provided to the user by the use of that dashboard user
can perform operations like selection of the products,
online transactions etc. a check for the Sybil nodes is
performed to detect Sybil attack in the network. That
enhances the security of the network and restrict
attacks in the peer to peer networks.

IV RESULT ANALYSIS

A comparative analysis of the results is presented in
this section. Computation time is used to evaluate the

performance of the techniques.
Statistical Comparison

A statistical comparison of the time taken by both the
technique is given in Table 1. That comparative

analysis shows proposed technique takes less amount
of time as compare to the existing technique.

Table 1: Statistical comparison over Computation time.

Techniques Computat
NST 31
CBNST 16
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Graphical Comparison

A graphical comparison for the existing and proposed
technique is shown in Figure 2. This shows proposed
technique provides better performance as compare to
the existing technique. CBNST takes ample span of
time to build a neighbour similarity trust among the
nodes in the network.
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Figure 2: Graphical comparison over computation
time.

V CONCLUSION

A technique called CBNST (Cluster Based Neighbour
Similarity Trust) is presented in this paper. In existing
technique a complex and time consuming mechanism
is used to build a neighbour similarity trust among the
nodes in the peer to peer networks. Proposed technique
uses a clustering mechanism to provide enhanced
functionality to build neighbour similarity trust among
the nodes in the network. A comparative analysis of the
computation time of existing and proposed technique is
presented in Result Analysis section. That comparative
analysis shows proposed technique provides better
performances compare to the existing technique.

An enhanced clustering mechanism can be used to
build an enhanced neighbour similarity trust among the
nodes in the peer to peer networks.
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