
Krishna Kumar et al. / Journal of Computing Technologies      Vol 2, Issue 3      ISSN 2278 – 3814 

© 2013 JCT JOURNALS. ALL RIGHTS RESERVED   16 
 

Multicollisions and iterated Cryptography hash functions 
C. Krishna Kumar

 1
, Dr. C. Suyambulingom

2
 1, Sathyabama University, Chennai, India, 

2 Professor, Dept. of Mathematics, TAU, Coimbatore, India 
E-Mail: kkumarmalar@yahoo.com 

Abstract 

 

The concept of multi-collisions  and iterated 

Cryptography hash functions as a natural 

extension to collisions. Then, we present the 

most significant findings on  multi-collisions 

for iterated  Cryptography hash functions 

and discuss the practical implications. We 

go on to describe some countermeasures 

against the multi-collision attack discovered 

by Joux (2004) and discuss the effectiveness  

of these  countermeasures. We also discuss 

the generalized iterated Cryptography  hash 

functions and their security against multi-

collisions. we have developed a theoretical 

framework for studying iterated hash 

functions. We present the findings of this 

research without many of the detailed 

proofs. 

 

 

1.  Multi collisions on iterated Cryptography hash functions 

 

we define the concept of multi-collisions as 

the generalizations of collisions. Let k N+. 

A k-collision on the hash function  h : 

{0,1}*{0,1}
n
 is a set A {0,1}* such that 

A = k and h(x) = h(y) for all x;y A.  A 

collision (on h) is thus a 2-collision on h. A 

k-collision attack on a hash function h can 

loosely be characterized to be a probabilistic  

process that finds a k-collision on h with 

some non-negligible probability. According 

to the birthday paradox, a k-collision can be 

found by hashing (k!) 1/k 2 
n(k-1) /k

 messages 

In the case k = 2, this gives  2  2
n/ 2 

, 

which is  in O(2
n/2

 ). As mentioned in 

finding collisions could be done in O(2
n/ 2 

) 

time complexity. Also, finding a k-collision 

for an arbitrary hash function requires 

hashing approximately  ((k!) 1/k 2 
n(k-1)/k

) 

messages. However, for iterated hash 

functions and generalized iterated hash 

functions, finding multi-collisions is much 

easier than that. First, we take a look at the 

famous multi-collision attack by Joux 

(2004). In his paper, Joux (2004) describes a 

novel method for generating multi-collisions 

for iterated hash functions. The method is 

quite simple and ingenious. By generating 

successive collisions to the underlying  

compression function, one can form a 2
k
-

collision with only k collision attacks, i.e. 

with a complexity in O(k2
n/2

). 

 
 

Our multi collision method with computational complexity in O(2 n 2 ) and  essage 

length in O(2
n
). 

 

2. Countermeasures against Joux’s multi collision attack 

 

Joux (2004) had published his multi-

collision finding method, there were several 

attempts to enhance the iterative 

construction of hash functions, especially 
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against the Multi-collision finding method. 

Next, we present some of the most 

widespread ideas. Some of these methods 

have also been broken, whereas others, 

especially the wide pipe construction by 

Lucks (2005), have had more success and 

are now used in many of the proposals for 

the SHA-3 standard. This is by no means an 

exhaustive list of all the methods of 

improvement proposed either in general or 

as a part of some concrete hash function 

proposal. 

 

3. Double pipe and Wide pipe hashing 

 

Lucks presented an analysis of two different 

methods, which work against Joux’s Multi-

collision finding method. These methods are 

called wide pipe hashing and double pipe 

hashing. The methods give better security 

against multi-collisions than the basic MD-

type of iteration, but come with some 

computational costs. In the wide-pipe 

hashing method, one devises two 

compression functions f and g, with f : f 

{0,1}
l
 {0,1}

m
 and g : {0,1}

m 
{0,1}

n
, 

where l > m > n. Then, one constructs an 

iterated hash function from f in the 

traditional manner. From the final output of 

this hash function, one further    presses the 

result by using g. This is then the hash value 

of the message. An early example of a wide 

pipe design is the MDC-2 hash function by 

Coppersmith.  The  improved security of the 

wide pipe hash is based on the following 

observation. If m  2n, then Joux’s attack on 

the iteration part of the wide pipe hash has 

complexity O(k2
m/2

). Now, m  2n 

guarantees that this is greater than O(k2
n
). 

Then again, multi-collisions for any hash or 

compression function can be found with 

complexity O((k!) 1/k 2 
n(k-1)/k

) as noted 

earlier. Since g is not involved in the 

iteration phase, a multi-collision attack for g 

would have the complexity  

 

O((k!) 1/k 2 
n(k-1)/k

), assuming that g is a 

FIL-RO. Thus, Joux’s method does not 

improve the multi-collision or pre- image 

attacks against these hash functions, when 

the final hash length is considered as the 

security parameter. Furthermore, the results 

of Coron et al. (2005) show that by using 

two independent FIL-ROs in the manner of 

the wide pipe construction, one achieves in 

differentiability from a random oracle. Thus, 

Lucks’ wide pipe hash brings added security 

to the basic iterative construction. There is 

some computational and memory overhead 

in using two distinct compression functions 

and having the iterative structure containing 

a much larger state than in the MD-type of 

iteration. This seems to be a reasonable 

trade-off in practice as the wide pipe 

construction has been used in some of the 

proposals for the SHA-3 competition. 

Together with HAIFA (Biham & 

Dunkelman 2007), it seems to be a popular 

choice for improving the security of iterated 

hash functions against multi-collisions. The 

description and analysis of HAIFA are out 

of the scope of this thesis and the reader is 

encouraged to read the original article by 

Biham & Dunkelman (2007) for a full 

description. 

 

4. Generalised iterated Cryptography hash functions 

 

The idea of using message blocks more than 

once has been used in specific  constructions 

in message authentication already by Davies 

& Price (1980). This construction was found 

insecure by Coppersmith (1986). Allowing 

the message blocks also to be used in a 

permuted order in the computation of the 

hash function, leads into the notion of 
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generalised iterated hash functions that have 

been analysed by Nandi & Stinson define a 

very general class of (iterated) hash 

functions informally as follows. Let f be a 

compression function. A hash function H 

from the class behaves in the following way: 

1. It invokes f a finite number of times. 

2. The entire output of any intermediate 

invocation is input to some subsequent 

invocation of f .  

3. Each bit of the message to be hashed is 

input into at least one invocation of f . 

4. The output of the final invocation is the 

output of the hash function H. 

More formally, Nandi & Stinson (2007) 

define a class of hash functions D, which 

fulfil the above criteria. Let f be a 

compression function of length n and block 

length formed from d different initial values 

and previous hash values and d
1
 different 

message blocks by catenating these values.  

Now, we must have dn+d
1
k = n+m for f to 

be able to process this combined variable. 

Their result states, that the complexity of 

finding a 2
r
-collision for a generalized 

iterated hash function with the above 

restriction has the average case complexity 

in O(r
2.

(lnr). n+ln(ln2r)) . 2
n/2 

).  Hoch & 

Shamir (2006) have generalized the results 

of Nandi & Stinson (2007) and argue that 

even if we allow message blocks to be used 

qN+ times, multi-collisions can be found 

for generalized iterated hash functions. In 

our research, we were able to improve the 

analysis of these complexity bounds. We 

outline our results in the next section. Hoch 

& Shamir (2006) also define slightly more 

general subclass of D, so-called tree based 

hash functions, and show that their results 

apply for binary tree-based hash functions. 

 

 

 

5. The Nested Multicollision Attack Schema 

 

The concept of a generalized iterated hash 

function that was mentioned. We assume 

that all messages are in a block 

representation form. By a block 

representation, we mean the padding and 

division of the message into full blocks of 

equal length.  Let lN+ and a  Ni be 

such that  = a1a2 …as, where  s N and 

aiNl for i = 1,2…… s. Note that here Ni is 

the free monoid generated by the alphabet 

Nl = {1.2….. l}. Let u be a word  in 

({0,1}
m

)+, with u = u1u2 ….ul and define 

the morphism    ¯ u : Ni {0;1}
m

;  u(i) = ui 

for all i Nl . Let uk =  for all k Nl \ 

alph() for some fixed  0;1
m

. Now, by 

definition we have   ¯ u () = ua1ua2 ….uas. 

This means that the only message blocks 

that can be varied in the multi collision are 

the ones that actually affect the resulting 

value of the compression function. 

The main idea behind the multi-collision 

attack against generalized iterated hash 

functions is the Nested Multi-collision 

Attack Schema (NMCAS), which is the 

following: 

5.1 Input: A generalized iterated hash 

function Hˆ ; f , an initial value y0  0;1}
n
 

and r N +. 

5.2 Output: A 2
r
-collision in Hˆ ; f . 

1. Choose a suitably large `lN+. Let l = 

i1i2…. is be the l`
th

 element of the equence 

ˆ , with s  N+ and i j  Nl` for all j = 

1,2,…. s. 

2. Find and fix a suitably large set of active 

indices A Nl`. 

3. Find a suitable factorisation of the word a, 

i.e. p 1,2,…. s and βi  N+l ` such 

that l` = β1β2…..βp. 

 4. Using the set of active indices, generate a 

multi-collision in fβ1 , i.e. message block 

sets M1,M2,…..Ml, for which the following 

conditions hold: 

 – For all i  Nl \ A, the set Mj consists of 

only one constant message block . 
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 – For all j  A, the set Mj consists of two 

distinct message blocks xj,1 and xj,2. 

 – The set M = M1,M2,…Ml` is a 2
1A1

-

collision in fβ1 with the initial value y0. 

5. Based on the set C1 = M, find message 

sets C2,C3…..Cp for which the following 

conditions hold: 

– Cp Cp-1……..C1. 

– For all t  1,2,…. p, the set Ct is a 

multi-collision in fβ1β2….βt with the initial 

value y0.  

– 1C1 = 2
r
 

6. Output Cp. 

If the NMCAS is carried out successfully, 

the set Cp is a 2
r
-collision in Hˆ : f . Of 

course, proving that each of the steps in the 

NMCAS can be carried out and that these 

steps are not too complex is not an easy task. 

In their paper, Hoch & Shamir (2006) show 

that these steps can be carried out, but they 

do not formalise this method in this fashion. 

In V, we have been able to give exact 

formulations of the results required to prove 

the correctness and feasibility of the 

NMCAS and give a detailed analysis of its 

complexity. 

 

6. Graph-based on Multicollisions Cryptography hash functions 

 

The question of multi-collision attacks 

becomes even harder when we turn our 

attention to hash functions in the class D. 

These functions would generalize the 

construction of generalised iterated hash 

functions even further. The results of Hoch 

& Shamir (2006) and Nandi & Stinson 

(2004) on tree-based hash functions solve 

the problem for a  subclass of D. In VII, we 

generalize this notion of tree-based hash 

functions and prove a slight generalisation 

of the results of Hoch & Shamir (2006). We 

also present a slight generalisation of the 

hash functions in D, i.e. the graph-based 

hash functions. The tree-based hash 

functions have been further generalized by 

Bertoni et al. (2009). In their work, the tree-

based hash functions can use a different 

compression function at different vertices of 

the tree. These types of hash functions are 

secure up to the birthday bound when the 

compression functions and the trees satisfy 

certain conditions. Two of the SHA-3 

candidates utilise the ideas of the tree-based 

construction. These candidates are MD6 

(Rivest 2008) and ESSENCE (Martin 2008). 

However, these hash functions were not 

among the finalists of the SHA-3 

competition. In the following, we give some 

new definitions that are necessary for the 

further study of graph-based hash functions. 

Notice that for graph-based hash functions 

the set of initial values can be empty. As the 

computation of the hash is defined by the 

graph structure, there is no need to specify 

any initial values. 

 

7. Tree-based hash functions 

 

Nandi & Stinson (2004) and Hoch & Shamir 

(2006) prove that for binary tree-based  hash 

functions, there exists a similar multi-

collision finding algorithm as for the 

generalized iterated hash functions. In VII, 

we show a fairly straightforward method for 

extending these methods to t-ary tree-based 

hash functions. In the following, we state the 

results from VII without proofs, which can 

be found in the original paper and are also 

easily generalised from the corresponding 

results of Nandi & Stinson (2004) and Hoch 

& Shamir (2006). The first result is a 

generalisation of Lemma 6 from Nandi & 

Stinson (2004). The proof is identical to the 

original when we replace the constant 2 with 

the variable t. The second result generalises 

Lemma 6 from Hoch & Shamir (2006) to the 
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t-ary tree case. Finally, the third result uses 

the two previous ones to prove a 

generalisation of Lemma 7 from Hoch & 

Shamir (2006). 

Lemma 1. Let l  N; (Gl ;rl)  G , Gl = 

(V;E) a directed t-ary tree and r be the root 

of Gl . Let C be an arbitrary positive integer 

satisfying S(r) /t ≥C. Then, there exists a 

vertex v  V such that C≤ S(v) ≤  tC. 

Lemma 2. Let l  N; (Gl ,pl)  G such that 

Gl = (V,E) is a directed t-ary tree with a root 

r and freq(Gl) ≤ q. Let C and D be arbitrary 

positive integers satisfying S(r)/t ≥CD. 

Then, at least one of the following 

conditions holds: 

1. I(Gl) ≥ D or; 

2. there exists a vertex v and X  p(L(Gl)) 

such that freq(Gl [v]/X ) ≤ q-1 and S(Gl 

[v]/X ) ≥C. 

Lemma 3. Let l  N; (Gl ;pl)  G such that 

Gl = (V,E) is a directed t-ary tree with S(Gl) 

≥ (tk-1)x and freq(Gl) = 1. Then, there exist 

k distinct vertices vi1 ,………vik such that 

L(Gl [vis ])  L(Gl [vit ]) when s > t and S(Gl 

[vis ]- it<is Gl [vit ]) ≥ x. 

 

The above results can be used to reduce the 

tree-based case back to the sequential case. 

First of all, Lemma 1 shows that we have a 

vertex in the tree that is limited by suitable 

values from above and below. Then, Lemma 

2 shows that we again have two distinct 

cases: one with a large enough independent 

set of message blocks and another where the 

tree can be made “smaller” and thus an 

induction argument can be applied. Finally, 

Lemma 3 shows that each of the 

independent subtrees that the tree can be 

divided into has enough message blocks in 

the leaves’ labels to enable a birthday attack 

on each of the subtrees when the tree is large 

enough and has a suitably large number of 

distinct message blocks as labels on the 

leaves. Thus, the tree structure induces a 

sequential structure on the message blocks 

that the leaves are labelled with. Now, we 

can apply the results of previous section 

with generalised iterated hash functions and 

obtain a fairly similar limit for the 

multicollision attack on a t-ary tree-based 

hash function. 

 

8. Graph-based hash functions and multicollisions 

 

The tree-based hash functions presented in 

the previous section are a generalization of 

the  

generalised iterated hash functions. Nandi & 

Stinson (2004) propose a class of hash 

functions D that contains the generalised 

iterated and tree-based hash functions as 

special cases. Recall that if x = x1x2….. xl is 

a binary message with l blocks, we have Bl 

= {x1,x2,….. xl and  = {1, 2,….; d} is 

a set of d  N initial values. 

Let s  N+. We define the set of precursors 

of an intermediate hash value yi as Pi = y1, 

y2,…..yi-1g and the set of all intermediate 

values P = y1,y2,…..ys. The hash 

functions in the class D have the following 

properties: The computation of such a hash 

function is characterised by a list of triples L 

= (ti;xi;yi) : i  s, which satisfy for all i  

{1,2,….. s: 

yi = f (ti;xi) 

ti = t(i;1)t(i;2) _ _ _ t(i;c) 

t(i; j) Pi 

xi = x(i;1)
x
(i;2) _ _ _x(i;b) 

x(i; j)  Bl ; 

where f : 0,1
N
0,1n is a compression 

function. If the length of the message blocks 

is m and the length of the initial values n, we 

have that cn+bm = N for all i. In the above, 

all yi are called intermediate hash values and 

the value ys is the hash value of x 
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conclusions 

 

The problem was to analyse the multi 

collision attacks against iterated hash 

functions and generalised iterated 

Cryptography hash functions. This research 

yielded improved analysis of some existing  

methods and some new results concerning 

the even more general classes of hash  

functions. Even though the VSH and its 

variants are shown to be rather insecure, the 

development of Cryptography  hash 

functions that have an elegant mathematical 

form and rigorous proofs of security is still 

important. The results on multicollisions 

leave much room for  

improvement and some results in this 

direction have already been achieved. Even 

the NMCAS method is too complex to be 

realised with reasonable parameters. As  

entioned earlier, the general case for 

generalised iterated hash functions and 

multicollisions is still unanswered. The 

results concerning graph-based hash 

functions are very  preliminary and leave 

many open questions for future research. 
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