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Abstract - Maintaining the secrecy and confidentiality of
images is done by two different approaches , the first
being encrypting the images using keys, the other
approach involves dividing the image into random
shares. Heavy computation cost and key management is
a drawback of the first approach and the poor quality of
the image limits the applications of the second approach.
In this paper we suggest a different approach without
the use of encryption keys. The approach employes
Sieving, Division and Shuffling to generate random
shares such that the computation time is reduced, the
original secret image can be recovered from the random
shares without any loss of image quality.
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I.  INTRODUCTION

In cryptography, encryption is the process of encoding
information in such a way that unwanted users cannot acess
it. In an encryption scheme, the message to be protected is
referred to as plaintext, is encrypted by an image encryption
algorithm, converting it to a ciphertext . This is done with
the use of an encryption key, which specifies how the
message is to be encoded. Any party that can see the
ciphertext should not be able to determine anything about
the original message. An authorized party, however, is able
to decode the ciphertext using a decryption method, that will
need a decryption key. An encryption scheme usually needs
a key-generation algorithm to produce keys.

Il. RELATED WORK

A. Image Encryption

Last few years has seen several methods proposed for image
encryption using keys, A few of the prominent ones are.
Manniccam and Bourbakis [3] in 1992 proposed an image
encryption scheme using SCAN language but was
applicable only to grey scale images. Similarly Xin and
Chen [1] in 2008 following up on the work of [3], came up
with a two stage encryption method.
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B. Image Splitting

The method of Image splitting is referred to as Visual
Cryptography Scheme (VCS) which involves splitting an
image into n random shares such that these random shares
will individually reveal no information . The random image
shares are simply printed and stacked up revealing the
original image. The issue with this technique is the poor
quality of the image .

I1l. PROPOSED SYSYTEM

The technique involves splitting an image into no. of shares.
The shares reveal no information about the secretimage and
to retrieve the secret image all shares are required. The
technique is implemented with the SDS algorithm . In the first
step the secret image is split into primary colors. In step two
these split images are divided randomly. In step three these
divided shares are then shuffled each within itself. Finally the
shuffled shares are combined to generate the desired random
shares. The process is shown in the below figure

A.  TABLE I. COMPARISON OF VISUAL CRYPTOGRAPHY SCHEMES

Authors Year Pixel Number Image Type of
Expansion of Secret Format Share
Naor and 1 4 Binary Random
Shamir [7]-
Wu and 2 4 Binary Random
Chang [9]
Chin-Chen et. 1 4 Binary Meaningful
al [101 2008
Tzung-Her n(n>=2) 4 Binary, Random
Chen et al gray,
[11]
F. Liu et al 1 1 Color Random
[121200Q
Du-Shiau Tsai 1 9 Color Meaningful
at 2l [121 20N0Q
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B. While additive and the
subtractive color models are preffered the most. In

the RGB model, the three primary colors i.e. Red,

representing colors,

Green, Blue are mixed to generate the desired
the
are an example of the RGB model.

colors. The colors as seen on computers
monitor
Similarly while using the CMY model, the colors are
represented by the degree of the light reflected by
the colored objects.

C. Asourtechniques involves computation during the
encryption and decryption of images and the results
are to be viewed on the computer monitors
therefore it is natural for us to use RGB model. The
techniques based on [11], [12] in which the shares
were printed on transparencies, hence CMY model

was the obvious choice for such applications.

IV. METHODOLOGY

Sieving Sieving involves filtering the combined RGB
components into individual R, G and B components .Sieving

depends on the range of values that R/G/B component takes

individually. Sieving uses the XOR operator.

Division: After Sieving the original image into the R, Gand B
components, the next step involves dividing the R, G and B
components into z parts/ shares each.

R (RAv RB: RC, --------------- , RZ)
G (GAv GB, Gc, ---------------- , GZ)
B (BAl BB: BC, --------------- , BZ)

Shuffling: This involves shuffling the elements in the
individual shares. The sequence in which the elements within
the shares are shuffled depends on the value of onethe other
shares generated.
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V. APPLICATION OF KEYLESS IMAGE
ENCRYPTION

o For safety of critical images in several databases.
e Eg: Protecting Government images that are
confidential.

VI. FUTURE SCOPE

The approach of Keyless image encryption saves on
computation time which is very beneficial while dealing
with large databases and with exponentially growing
technology , the databases will become more complex.

VII.CONCLUSION

In this paper a new enhanced visual cryptographic scheme is
presented, which is a hybrid of the traditional VCS and the
conventional image encryption schemes. The proposed
method has the following merits (a) The original secret
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image can be retrieved in totality (b) Key management is
not a issue.
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