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Abstract— It has been seen that there is a tremendous
progress in Image processing technologies. The impact of
visual information is stronger over theoretical information
in many fields such as journalism, legal evidence, medical
images, forensic investigation and glamour photography.
But with the rise in image processing technologies, there is
also an increase in image manipulation techniques. Today
we come across image processing software that produce
doctored Images with high sophistication, which are
manipulated in such a way that the tampering is not easily
visible to naked eye. The authenticity of a digital image
has become a challenging task due to the various tools
present in the photo editing software packages. There are
number of ways of tampering an Image, such as splicing
two different images together, removal of objects from the
image, addition of objects in the image, change of
appearance of objects in the image or resizing the image.
This Image manipulation detection technique detects
traces of digital tampering in the complete absence of any
form of digital watermark or signature and is therefore
referred as passive. Lot of research is been carried out for
detection, correction and prevention of digital Image
forgeries. In this paper we discuss the techniques
employed by different researchers for mainly copy-move
forgery which may be used for removal of object and
addition of object in the image by duplication. Also
discussing the pros and cons of every methodology, which
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may result in a creating a new metric to achieve accuracy
in these detection techniques.

Keywords— Image tampering detection, Copy move
forgery, Image Manipulation, Digital forensic, Image
forgery detection.

l. INTRODUCTION

Image manipulation is the application of image editing
techniques to manipulate the images in order to create an
illusion or deception in contrast to mere enhancement or
correction.

Image forgery is neither new, nor recent. Sophisticated digital
cameras and photo- editing software packages are nowadays
easily accessible. As a result, it has become relatively easy to
manipulate digital images and create forgeries. The legal
system routinely relies on a range of forensic analysis such as
DNA or fingerprint identification, forensic odontology,
forensic entomology and forensic geology [10]. Criminal
scene photographs which are presented as evidence in court of
law plays an important role in giving final verdict of a
particular legal case. Image processing is also of great
significance in journalism, manipulating the image for public
view, is one of the common cause to mislead the masses. We
find number of celebrities* images doctored in glamour
photography to give a flawless look to the celebrities.
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This demands a reliable image manipulation detection
system, able to detect whether a photograph is real or altered.
Though these manipulation are sometimes not noticeable by
human eye, they do affect the statistics of the image, because
of detection of tampering is possible. Thus it becomes very
important to develop efficient techniques which may detect
these forgeries which are addition of an object in image,
removal of object from image and change of appearance of the
object in image.

A.  An Active Approach For Manipulation Detection

Image can be authenticated by Digital watermarking.
Various watermark techniques [12], [17] have been proposed
in recent years, which can be used not only for authentication,
but also for being an evidence for the tamper detection. Wang
et al. [13] and Lin et al. [14] both embedded watermarks
consisting of the authentication data and the recovery data into
image blocks for image tamper detection and recovery in the
future. The drawback of watermark techniques is that one
must embed a watermark into the image first. Also a
watermark must be inserted at the time of recording, which
would limit this approach to specially equipped digital
cameras. Many other techniques that work in the absence of
any digital watermark or signature have been proposed.

B. Passive Approach For Manipulation Detection

In contrast to approaches such as active digital
watermarking and Steganography [17], passive techniques for
image manipulation detection are carried out in the absence of
any watermark or signature. These techniques work on the
assumption that although digital forgeries may leave no visual
clues that indicate tampering, they may alter the underlying
statistics of an image. The set of image forensic tools for
passive or blind approach for manipulation detection can be
roughly categorized as pixel-based techniques, format-based
techniques, camera-based techniques geometric  based
techniques [10].

In this paper we discuss one of the pixel based detection
technique which is passive techniques for image forensics
which operate in the absence of any watermark or signature.

1. CoPY MOVE MANIPULATION

One of the most common image manipulations is to copy
move (copy paste, cloning) forgery. Here one part of the
image is copied and pasted on the object which is not desired.
This manipulation is termed as copy-move forgery as depicted
in figure 1 [3].
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b)  Manipulated

Fig:1.a) Original and b) Manipulated images. The undesired object is hidden
by pasting a portion from the same image [3].

Also part of the image may be pasted in the same image to
enhance the image as depicted in figure 2.

b)  Manipulated

Fig:2. a) Original and b) Manipulated Images. Part from the original image is
copied and pasted onto the same image to enhance the image [1].
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There is a need of developing computationally efficient
algorithms to authenticate the images by manipulation
detection techniques. As the duplicated region may be of any
shape and may be at any location, if the copy move
manipulation is done carefully, it may be difficult to detect the
cloned portion.

I1. CorYy MOVE MANIPULATION DETECTION.

The underlying building block of a digital image, in the
digital domain, is the pixel. In this paper we discuss about the
different pixel-based technique that detects statistical
inconsistency introduced at the pixel level for detection of
copy move forgery.

Computationally efficient algorithms have been developed
to detect duplicated image regions. In the following part we
will discuss about the various algorithms been developed for
copy move manipulation detection where the portion of the
image is copied and pasted on the same image without any
change in illumination, without any rotation, scaling, etc. The
authors in [2] first apply a block discrete cosine transform
(DCT). Duplicated regions are detected by lexicographically
sorting the DCT block coefficients and grouping similar
blocks with the same spatial offset in the image. In a related
approach, A.C. Popescu and H. Farid [3] apply a principal
component analysis (PCA) on small fixed size image blocks
to yield a reduced-dimension representation. Duplicated
regions are again detected by lexicographically sorting and
grouping all of the image blocks. Authors of [3] used the
principle component analysis (PCA) and represented each
block of size 16x 16 as a feature vector of length 32, and
lexicographically sorted the vectors in O(32X k Igk) [15]
time. Their method was robust to compression up to JPEG
quality level 50.

Both the DCT and PCA representations are employed to
reduce computational complexity and to ensure that the copy
move detection is robust to minor variations in the image due
to additive noise or lossy compression [10].

A simple method was proposed by authors in [4] to detect
copy move forgery by block matching in spatial domain. The
input image of size axb is divided into _n‘ blocks of size mxm
pixels by moving the block point to point on the image. Each
block is iteratively compared to every other block in the
image. In case of complete match both blocks are marked as
copied. In case of copy detection, the adjacent neighbours of
the marked blocks are then compared. The algorithm confirms
the manipulation if at least three blocks in the adjacent
neighbourhood of the both marked blocks is exact match of
each other [4].

In another passive approach by G. Li in [5] applied DWT to
the given image, and used SVD on fixed-size blocks of low-
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frequency component in wavelet sub-band to yield a reduced
dimension representation, then lexicographically sorted the
SV vectors to detect duplicated image blocks. The sorting
time was reduced to O(8k Igk) [15] using this method.

An approach based on the application of wavelet transform
that detects and performed exhaustive search to identify the
similar blocks in the image by mapping them to log-polar
coordinates and using phase correlation as the similarity
criterion was proposed by A. N. Myna et al. [6].

Copy move forgeries are also carried out with copying the
portion of the image and rotating or scaling it, before pasting
it on the same image. H. Huang et al. [7] first extracted scale
invariant features transform SIFT descriptors of an image,
which are invariant to changes in illumination, rotation,
scaling etc. Owing to the similarity between pasted region and
copied region, descriptors are then matched between each
other to seek for any possible forgery in images.

Hwei-Jen Lin et. al. [15] proposed a method for detecting
copy-move forgery over images tampered by copy-move. The
given image is divided into overlapping blocks of equal size,
for resisting against various modifications and improving the
efficiency for sorting feature vectors, they represented each
block B of size b X b (=16 X16) by a 9-dimensional feature
vector vB = (x1, X2, ..., xX9). Firstly, the block B is divided
into four equal-sized sub-blocks, S1, S2, S3, and S4, as shown
in Figure 3 [15].

S S3

Sg S4

Fig. 3: Block B [15]

The feature vectors are then extracted which store integers.
As a result efficient radix sort algorithm is used to perform
lexicographical sorting over these vectors [15]. The difference
(shift vector) of the Positions of every pair of adjacent feature
vectors in the sorting list is computed. After evaluation of the
accumulated number of each of the shift vectors, duplicated
region is detected with presence of large accumulated number
and thus all the feature vectors corresponding to the shift
vectors with large accumulated numbers are detected, whose
corresponding blocks are then marked to form a tentative
detected result. The figure 4 [15] shows duplicated region
with and without rotation. Final results are obtained from
tentative detected result by medium filtering and performing
connected component analysis.
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Compared with other methods, employing the radix sort
makes the detection much more efficient without degradation
of detection quality. The total time for sorting the feature
vectors was reduced to O(9k). According to their experimental
results, the scheme performed well when the degree of
rotation was 90, 180 and 270 degree. But the method failed to
detect all copied region of smaller size. Although duplicated
regions with rotation through some fixed angles can be
detected, the method does not deal with rotation arbitrary
angles.

Q)

114
us [ 17

114

(B)

Figure 4: (A) Duplicated regions form several identical shift vector u. (B) A
region is copied, rotated through 90 degrees, and pasted to another region[15].

Fourier-Mellin Transform (FMT) was used by Bayram [8]
to extract features from the image blocks. These features were
not only robust to lossy JPEG compression, blurring, or noise
addition, but also known to be scaling and translation
invariant. They used lexicographic sorting method and
compared the robustness of their features with the ones
utilized in [2], and [3]. Counting bloom filters, instead of
lexicographic sorting was experimented to reduce the sorting
time. In their paper, the authors showed that their technique
was robust to compression up to JPEG quality level 20 and
rotation with 10 degree and scaling by 10%.

Seung-Jin Ryu [9] proposed a detection method of copy-
move forgery that localizes duplicated regions using Zernike
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moments. Since the magnitude of Zernike moments is
algebraically invariant against rotation, the method can detect
a forged region even though it is rotated. They have proposed
copy-rotate- move (CRM) detection scheme for a suspicious
image. To extract feature vectors of a given block, the
magnitude of Zernike moments is calculated. The vectors are
then sorted in lexicographical order. The similarity of adjacent
vectors investigated. Finally, the suspected regions were
measured by Precision, Recall, and F1 — measure [9]. The
proposed method was appropriate to identify and localize the
CRM region even though the region had been manipulated
intentionally. However, in spite of an algebraic invariant of
rotation, detection errors occurred due to the quantization and
interpolation error. Their method is still weak against scaling
or the other tampering based on affine transform.

From the research related to copy move manipulation
detection we can summarize the important steps to configure
the copy move detection Technique. They are as follows:

1. The tampered image which is the input image to the
detection system is first divided into overlapping
blocks of equal size.

2. These blocks are then represented in form vectors by
feature extraction of each block. For feature
extraction we have seen different approaches such as
DCT[3], PCA[3], SVD[5], DWTI[1,5], FMTI8],
SIFT[7] and many more.

3. Further they are lexicographically sorted to locate the
manipulated region in the image due to copy move
by obtaining a match.

Depending upon the number blocks, the methods used to
represent these blocks in form of (feature) vectors, no. of
vectors and the different sorting methods used, the
computational time varies for different approaches.

V. CONCLUSION

With continuous development in Image editing software,
doctored photographs are appearing with a growing frequency
and sophistication. Therefore there is an urgent need to
develop computational efficient techniques. As Copy-Move
forgeries is the most common image manipulation, the
detection technique for the same is necessary. As discussed in
this we have come across many passive approaches made to
detect copy move forgery, some have made significant
progress in detection, but there are yet many challenges where
the images are manipulated by adding noise, by compressing,
by rotation, by retouching or scaling the image. We have
discussed the progress of copy move manipulation techniques.
With growing curiosity in copy move manipulation, more
exploration is required in this area.
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