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Abstract: The data security and its authenticity is an 

important area of research, where the daily real time 

world scenario demands a secure and authentic 

communication in between different agencies. Data 
protection and sharing using latest trend is always a 

research of study. Different authors in papers described 

a hybrid approach which take combination of 

encryption and then perform hiding it before 

transmission, thus an intruder required to break 
encryption and steganography policy to grab the 

original data. In this paper our contribution is to survey 

different available technique with support such 

combination and their impact on security. Also the 

work illustrate the further enhancement can be done to 
obtain maximum security of data over the 

communication message. 

 
Keywords: data authenticity, encryption over data, data 

hiding, multi-level approach. 

INTRODUCTION 

Information hiding is a science which dates back to 

1499, and it has long history. It has been used in 

various forms for 2500 years. It has found use in 

military, diplomatic, personal, spies, ruler, 

governments etc. Steganography has been widely 

used, including in recent historical times and the 

present day. Some known examples include: 

Past Early steganography was messy. Before phones, 

before mail, before horses, messages were sent on 

Foot. If you wanted to hide a message, you had two 

choices: have the messenger memorize it, or hide it 

on the messenger. While information hiding 

techniques have received a tremendous attention 

recently, its application goes back to Greek times. - 

according to Greek historian Herodotus, the famous 

Greek tyrant Histiaeus while in prison, used unusual 

method to send message to his son in- law. He shaved 

the head of a slave to tattoo a message on his scalp. 

Histiaeus then waited until the hair grew back on 

slave‟s head prior to sending him off to his son-in-

law. Herodotus provides the first records of 

steganography in Greece [13]. - to communicate 

Greeks would etch the message they wished to send 

into the wax. - coating of a wooden tablet. The tablet 

would then be transported to the recipient who would 

read the message, then re-melt the wax to etch their 

reply. In order to communicate in secret, the army 

would remove the wax completely, carve thesecret 

message into the wood, and re-coat the tablet with 

wax [13]. - Messages were also written on envelopes 

in the area covered by postage stamps to avoid the 

possible detection of the message. 

Present In today‟s generation, as most of the people 

often transmit images, audio over the internet, so 

most of the Steganographysystem‟s uses multimedia 

objects like image, audio and video as cover sources 

to hide the confidential data [14]. So, on the basis of 

this, steganography is divided into four categories:  

Text Steganography, Image Steganography, 

Audio/VideoSteganography Protocol Steganography. 

Future Strength analysis can be defined as process to 

crack the cover object in order to get the hidden data. 

In general terms, it is known as Hacking i.e. 

unauthorized access of data during transmission. 

Future perspective of steganography lies on 

combining steganography with cryptography to 

achieve a higher level of security such that even if 

intruder detects the hidden message, he/she will not 

be able to decode it. 

LSB (Least Significant Bit) method [8] 

It is a standout amongst the most well-known and 

least demanding techniques for message covering up. 

In this system, message is covered up at all critical 

bits of picture pixels .Changing the LSB of the pixels 

does not present much distinction in the picture and 

in this way the steno picture appears to be like the 

first picture. In the event of 24- bit pictures three bits 

of pixel can be utilized for LSB substitution as every 

pixel have separate parts  for red, green and blue. 

LITERATURE REVIEW 

In [3] authors have proposed an adaptive least 

significant bit spatial domain embedding method. 

This method divides the image pixels ranges (0-255) 

and generates a stego-key. This private stego-key has 

5 different gray level ranges of image and each range 
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indicates to substitute fixed number of bits to embed 

in least significant bits of image. The strength of 

proposed method is its integrity of secret hidden 

information in stego-image and high hidden capacity. 

The limitation is to hide extra bits of signature with 

hidden message for its integrity purpose. It also 

proposed a method for color image just to modify the 

blue channel with this scheme for information hiding. 

This method is targeted to achieve high hidden 

capacity plus security of hidden message. 

 

in [4] proposed an adaptive LSB substitution based 

data hiding method for image. To achieve better 

visual quality of stego-image it takes care of noise 

sensitive area for embedding. Proposed method 

differentiates and takes advantage of normal texture 

and edges area for embedding. This method analyzes 

the edges, brightness and texture masking of the 

cover image to calculate the number of k-bit LSB for 

secret data embedding. The value of k is high at non-

sensitive image region and over sensitive image area 

k value remain small to balance overall visual quality 

of image. The LSB‟s (k) for embedding is computed 

by the high-order bits of the image. It also utilizes the 

pixel adjustment method for better stego-image 

visual quality through LSB substitution method. The 

overall result shows a good high hidden capacity, but 

dataset for experimental results are limited; there is 

not a single image which has many edges with noise 

region like „Baboon.tif‟. 

 

In [5] authors have proposed LSB based image 

hiding method. Common pattern bits (stego-key) are 

used to hide data. The LSB‟s of the pixel are 

modified depending on the (stego-key) pattern bits 

and the secret message bits. Pattern bits are 

combination of MxN size rows and columns (of a 

block) and with random key value. In embedding 

procedure, each pattern bit is matched with message 

bit, if satisfied it modifies the 2nd LSB bits of cover 

image otherwise remains the same. This technique 

targets to achieve security of hidden message in 

stego-image using a common pattern key. This 

proposed method has low hidden capacity because 

single secret bit requires a block of (MxN) pixels. 

 

In [11] proposed an image steganographic method of 

mapping pixels to alphabetic letters. It maps the 32 

letters (26 for English alphabetic and other for special 

characters) with the pixel values. Five (5) bits are 

required to represent these 32 letters and authors have 

generated a table where 4 cases design to represent 

these 32 letters. According to that table, each letter 

can be represented in all 4 cases. It utilizes the image 

7 MSB (Most Significant Bits) (27 = 128) bits for 

mapping. Proposed method maps each 4-case from 

the 7 MSB‟s of pixel to one of the 32-cases in that 

table. These 4-cases increase the probability of 

matching. This algorithm keeps the matching pattern 

of cover-image which is then used for extracting data 

from the stego-image. Proposed method does not 

required any edge or smoothness computations but 

secret data should be in the form of text or letter for 

embedding. 

 

In Paper [15],” A Symmetric Key Encryption 

Technique Using Genetic Algorithm Key”In this 

paper author proposed a genetic algorithm based 

symmetric key cryptosystem for encryption and 

decryption , here the plain text and the user input is 

converted into text matrix and key matrix 

respectively . an additive matrix is generated by 

adding the text matrix and key matrix . a linear 

substitution function is applied on an additive matrix 

to produce the intermediate cipher. Then the GA 

functions (crossover and mutation ) are applied on 

the intermediate cipher to produce the final cipher 

text. Genetic algorithm is secure since it does not 

utilize the natural numbers directly .in this paper 

author use two point crossover techniques and 

flipping of bits mutation technique. author stated that 

symmetric key substitution algorithm is used to 

ensure confidentiality in networks which is combined 

and implemented with the help of genetic algorithm 

function to provide added security. 

 

In this paper author[16] proposed an efficient security 

model in computing environment with the help of 

soft computing techniques . here a strong security in 

cloud computing is managed with the help of 

reputation management system to ensure the data 

security . also maintaining the transaction table that 

contains the info. Related to the previous transaction 

like the previous transaction ID of the cloud node 

involved , timestamp, public keys of the cloud 

involved , trust evaluation etc. Can be very helpful to 

identify the relevant cloud nodes suitable of data 

transmission. In this method author utilized genetic 

algorithm as the computing technique to identify the 

suitable nodes for transmission that proved to be 

effective method in cloud computing environment 

and provide security to the cloud system. 

 

Cornwell [17] talked about the outline of Bruce 

Schneider‟s Blowfish encryption calculation 

alongside an execution investigation what's more, 

conceivable assaults. It was finished up about the 

viability of Blowfish with the other surely understood 

calculations DES, 3DES, and AES. It was presumed 

that Blowfish can give long haul information security 

with no known secondary passage powerlessness or 

capacity to diminish the key size. For the future 
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degree Blowfish was viewed as sheltered and 

powerful plan albeit future re-examinations will be 

required.  

 

PROBLEM FORMULATION 

As per analysis of different encryption and 

steganography technique the algorithm is further 

having some problem in combination where the 

enhancement is further required to contribute, the 

points are:  

1. A combination can be generating where the key 

for the data hiding can be generate using some 

algorithm approach. 

2. In LSB technique different variant can be utilize 

to make visual effect as it , such case R LSB , E 

LSB technique can be used which provide better 

vision for the image content. 

3. Determining the encryption combination to get 

maximum avalanche effect value than existing 

approach. 

4. To obtain encryption that provide large 

encryption key to regain the original data. 

 

PROPOSED WORK 

The work discussed in literature contains the different 

approach for data security which increase the key 

length and provide the data security, the further 

approach can apply to enhance LSB to E LSB 

technique for the proposed work along with the 

symmetric key encryption technique which provide 

the high resolution with low computation time for the 

encryption and decryption as compare to other 

approach. Thus a symmetric key encryption and E-

LSB approach can be further develop to maximize 

the security. 

 

In ELSB, we use all the edge pixels in an image. 

Here, we first calculate the masked image by 

masking the two LSB bits in the cover image. Then 

we identify the edge pixels by using the Canny Edge 

detection method. After obtaining the edge pixels we 

hide the data in the LSB bits of the edge pixels only 

and send the stego object to the receiver. At the 

receiver, the stego object is again masked at the two 

LSB bits. Then the canny edge detector is used to 

identify the edge pixels. We will get same edge 

pixels at the sender and receiver since we used the 

same masked image to calculate the edge pixels. 

Thus we identify the bits where data is hidden. 

 

CONCLUSION 

In this paper the discussion is done with the different 

approach which provides  effective security using 

cryptography and steganography concept. The 

different cryptographic technique provide high 

security on providing good key length also further 

security is combined with steganography approach 

which is used to hide the encrypted data. Thus in 

order to reverse a cycle intruder will require two key 

phase. As per our analysis the combine approach 

always required a great effort and complexity to 

decode the message, thus the approach is suitable for 

any data security approach in application area such as 

army, intelligence etc.  
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