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Abstract: Now a day’s cloud computing has 

achieved a lot of users attention for storing and 

retrieving their valuable data to and from server. 

This is mainly because of reason like all MNC 

and IT companies. Generally this is formed by 

interconnecting a large number of systems 

connected all together for remote servers hosted 

on internet to store, access, retrive data from 

remote machines not from local machines. As the 

cloud server has the capability to store a lot of 

valuable data on its memory block, a lot of users 

can connect with the centralized location to 

access, retrieve and modify the data which is 

stored on the cloud server. The major problem in 

the current cloud is there is no security for the 

cloud data in the current days because the cloud 

users will form as a group to access the data at 

the beginning and once if the user change from 

one group to other it is very tedicious to manage 

the accounts. As the users frequently change 

from one group to other, it is very difficult to 

maintain the updated keys for the remaining 

users in order to access the data which is stored 

on multi owner cloud. So in this paper, we have 

implemented a novel secure multiowner data 

sharing scheme, named Mona, for dynamic 

groups management in the cloud. By leveraging 

group signature and dynamic broadcast 

encryption techniques, any cloud user can 

anonymously share data with others. Here in the 

proposed system we made the scheme 

independent of number of users who revoked 

during the data sharing. So by conducting 

various experiments on our proposed system we 

finally came to an conclusion that this proposed 

system is best in providing security for the data 

sharing over multiple owners who reside in multi 

groups. 
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Encryption, Authentication, Identity 

Verification. 

 

1. Introduction 

Cloud Computing is one among the fascinating 

domain in recent analysis space wherever all 

the info is always processed remotely in 

unknown machines those users don't own or 

operate. As cloud computing has raised user 

attention in storing their valuable knowledge 

however limits in allocating resources 

dynamically. The Cloud computing presents a 

replacement thanks to supplement the present 

consumption and delivery model for IT 

services supported the web, by providing for 

dynamically ascendable and sometimes 

virtualized resources as a service over the net. 

Now a days there was a variety of notable 

business and individual cloud computing 

services, together with Yahoo, Silicon House, 

Amazon, Google, Microsoft, and sales 

division. Moreover, users might not recognize 

the machines that truly method and host their 

knowledge [1]. Whereas enjoying the 

convenience brought by this new technology, 

users additionally begin worrying regarding 

losing management of their own knowledge 

[2].  
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Figure. 1. Represents the Various Cloud Service 

Providers  

 

From the figure 1, we can clearly represent 

various types of cloud service providers that 

are available in current days. All these service 

providers provide a rich facility to store the 

valuable data on their individual memory 

blocks that are provided for the individual 

cloud users. As we know that a lot of users 

shown their attention towards the usage of 

cloud servers for storing their valuable 

sensitive or private data, there was some 

limitations that were still not however resolved 

in cloud server.  

 

Cloud computing is a technology that exploits 

the internet and central remote servers to 

uphold data and applications. Cloud computing 

permits customers and businesses to use 

applications without installation and entrée 

their individual files at any computer with 

internet access. This technology permits for 

much more competent computing by 

centralizing storage, memory, processing and 

bandwidth. Cloud computing is a wide-ranging 

solution that conveys IT as a service. Before 

the cloud was developed almost all the current 

websites and server-based applications were 

accomplished on a specific system. Cloud 

computing is broken down into three divisions 

application, storage and connectivity. Cloud 

computing is entirely real and will affect 

almost all and sundry. In this day and era, we 

have all developed into stakeholders in the 

computing movement, and we are all affected 

when major hangs occur. Remember how 

things tainted when the Internet came along? 

Changes in computer technology appear to 

move at lightning speeds. It wasn't that long 

ago those desktop computers had 20MB hard 

drives and people relied on floppy disks for 

storage. For that matter, it wasn't that long ago 

that there were no desktop computers, and 

computing involved cardboard punch cards fed 

into a hopper. It should be no disclosure that 

fruition is upon us once again, as there have 

been quite a lot since the crack of dawn of the 

information age. In this book, we choose the 

term ―era‖ because cloud compute is more than 

an evolution. Rather, we’re entering the type of 

decal shakeup that only comes around once 

every 20 to 30 years: a disruptive e shift in the 

primary computing platform-of-choice. 

Remember when we moved from host 

computers to PCs? Now, cloud computing is 

shifting that computing power back to hosts 

again. Only this time things are diverse, 

because those hosts have become conceptual, 

and are speckled all over the Internet. That is to 

say that computing power is being shifted to 

the ―cloud‖. Such a shift to cloud computing 

would not have been possible until now; 

because the enabling technology did not yet 

exist Broadband connectivity now makes cloud 

computing a realistic opportunity for not just 

larger companies, but for small businesses, 

SOHO operations, and individual consumers. 
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2. Related Work 

In this section we will find the related work 

that was analyzed and studied in order to 

implement this current paper. This section will 

describe the work related to cloud data storage 

and search and also the preliminaries that are 

used in current paper. 

 

A) Preliminary Knowledge 

Consider a cloud data hosting service that 

involves three main entities:  

1. Data Owner,  

2. Cloud Server  and  

3. Data User.  

The data owner may be an individual or an 

enterprise, who wishes to outsource a 

collection of documents D = (D1, D2, . . . , Dn) 

in encrypted form C = (C1, C2, . . . , Cn) to the 

cloud server and still preserve the search 

functionality on outsourced data.  

Ci = ES[Di] is the encrypted version of the 

document Di computed using a semantically 

secure encryption scheme E with a secret key 

S. To enable multi-keyword ranked search 

capability, the data owner constructs 

searchable index I that is built on m distinct 

keywords K = (k1, k2, . . . , km) extracted from 

the original dataset D. Both I and C are 

outsourced to the cloud server. To securely 

search the document collection for one or more 

keywords K¯ ∈ K, the authorized data user 

uses search trapdoor (distributed by the data 

owner) that generates the search request to the 

cloud server. Once the cloud server receives 

such request, it performs a search based on the 

stored index I and returns a ranked list of 

encrypted documents L ⊆ C to the data user. 

The data user then uses the secret key S, 

securely obtained from the data owner, to 

decrypt received documents L to original view.  

 

Figure. 2. Represents the Architecture of Search 

over Encrypted Cloud Data  

 

We assume an honest-but-curious model for 

the cloud server. The cloud server is honest, 

that is, it is always available to the data user 

and it correctly follows the designated protocol 

specification, and it provides all services that 

are expected. The curious cloud server may try 

to perform some additional analysis to breach 

the confidentiality of the stored data. In the rest 

of the paper, the cloud server and the adversary 

are the same entity. That way, the adversary 

has access to the same set of information as the 

cloud server. For this work, we are not 

concerned about the cloud server being able to 

link a query to a specific user; nor are we 

concerned about any denial-of-service attacks. 

B) Notations of Proposed Model 

Let D = (D1, D2, . . . , Dn) be a set of 

documents and K = (k1, k2, . . . , km) be the 

dictionary consisting of unique keywords in all 

documents in D, where ∀ i ∈ [1,m] ki ∈ {0, 1} 

∗ . C = {C1, C2, . . . , Cn} is an encrypted 

document collection stored in the cloud server. 

Ii is a searchable index associated with the 

corresponding encrypted document Ci. If A is 

an algorithm then a ← A (. . .) represents the 

result of applying the algorithm A to given 
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arguments. Let R be an operational ring, we 

write vectors in bold, e.g. v ∈ R. The notation 

v[i] refers to the i-th coefficient of v. We 

denote the dot product of u, v ∈ R as u ⊗ v = P 

i=1 u[i] · v[i] ∈ R. We use |x| to indicate 

rounding x to the nearest integer, and |x|, |x| 

(for x > 0) to indicate rounding down or up. 

3. Security Using Cryptography Techniques 

Cryptography is that the study of techniques 

for secure communication inside the presence 

of third parties (called hackers/intruders) lots 

of sometimes, it's relating to constructing and 

analyzing protocols that block adversaries[5], 

[6]  varied aspects in knowledge security like 

data confidentiality, data integrity, 

authentication, and non-repudiation are central 

to modern cryptography. Current cryptography 

exists at the intersection of the disciplines of 

arithmetic, technology, and technology. 

Applications of cryptography embrace ATM 

cards, laptop passwords, and electronic 

commerce. Cryptography before the 

fashionable age was effectively similar with 

cryptography, the conversion of information 

from a decipherable state to apparent nonsense. 

The mastermind of associate degree encrypted 

message shared the secret writing technique 

needed to recover the primary knowledge 

exclusively with meant recipients, thereby 

precluding unwanted persons from doing the 

same. Since warfare I and thus the appearance 

of the laptop, the methods accustomed perform 

cryptography became increasingly advanced 

and its application a lot of widespread. 

The Modern cryptography is heavily supported 

mathematical theory and technology practice; 

crypto logical algorithms are designed around 

machine hardness assumptions, making such 

algorithms arduous to interrupt in apply by any 

somebody. It’s in theory potential to interrupt 

such a system, but it's impossible to undertake 

and do therefore by any superb smart means. 

These schemes are therefore termed 

computationally secure; theoretical advances, 

e.g., enhancements in range resolution 

algorithms, and faster computing technology 

would like these solutions to be often tailored. 

There exist information-theoretically secure 

schemes that incontrovertibly cannot be broken 

even with unlimited computing power—an 

example is that the one-time pad—but these 

schemes are harder to implement than the 

foremost effective in theory breakable but 

computationally secure mechanisms. 

 

Figure. 3. Represents the Process of Encryption 

and Decryption of Valuable or Sensitive Data  

From the above figure 3, we can clearly find 

out that for encrypting a plain text we need a 

key based on the type of algorithm and once 

the data is encrypted with the help of a key this 

will be send to the receiver .The receiver will 

receive the encrypted data and he now try to 

decrypt the data with the key that was specified 

by the sender and then finally view the data in 

the form of plain text. 

4. Proposed Algorithms 

Here in this paper we have proposed two 

algorithms one for encryption and key 

aggregation and one for decryption. Now let us 

discuss about those algorithms in detail. 

 

4.1 Key Generation and Encryption 

Algorithm 

The below is the process for key generation 

and encryption. 
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The proposed methodology maintains a single 

cryptographic key for each of the data files. 

However, after encryption / decryption, the 

whole key is not stored and possessed by any 

of the involved parties. The key is partitioned 

into two constituent parts and are possessed by 

different entities. The following are the keys 

that are used within the proposed algorithm. 

 

Symmetric Key K:  
K is a random secret generated by the CS for 

each of the data files. The length of K in 

proposed is 256 bits, as is recommended by 

most of the standards regarding key length for 

symmetric key algorithms (SKAs). However, 

the length of the key can be altered according 

to the requirements of the underlying SKA. K 

is obtained in a two-step process. In the first 

step, a random number R of length 256 bits is 

generated such that R = {0, 1}
256

. In the next 

step, R is passed through a hash function that 

could be any hash function with a 256-bit 

output. In our case, we used secure hash 

algorithm 256 (SHA-256). The second step 

completely randomizes the initial user-derived 

random number R. The output of the hash 

function is termed as K and is used in 

symmetric key encryption [e.g., the Advanced 

Encryption Standard (AES)] for securing the 

data. 

 

CS Key Share Ki:  
For each of the users in the group, the CS 

generates Ki, such that Ki = {0, 1}
256

. Ki 

serves as the CS portion of the key and is used 

to compute K whenever an 

encryption/decryption request is received by 

the CS. Moreover, it is ensured by comparison 

that the distinct Ki is generated for every file 

user. 

 

User Key Share Ki:  Ki is computed for each 

of the users in the group as follows:  

 

                     K i = K ⊕ Ki. 

 

The below section describes the 

decryption algorithm. 

 

4.2 Decryption Algorithm 

The below figure defines the decryption 

algorithm for the proposed paper. Now let us 

look at that algorithm in detail. 
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The authorized user sends a download request 

to the CS or downloads the encrypted file (C) 

from the cloud and sends the decryption 

request to the CS. The cloud verifies the 

authorization of the user through a locally 

maintained ACL. The decryption request is 

accompanied by the user portion of the key, 

i.e., K i, along with other authentication 

credentials. The CS computes K by applying 

XOR operation over K i and the corresponding 

Ki from the ACL. As each of the users 

correspond to a different pair of Ki and K i, 

none of the users can use other users’ K i to 

masquerade identity. Subsequently, the CS 

proceeds with the decryption process after 

verifying the integrity of the file. If the correct 

K i is received by the CS, the result will be a 

successful decryption process; otherwise, the 

decryption will fail. After successful 

decryption, the file is sent to the requesting 

user through a secure communication channel 

that could be Secure Sockets Layer (SSL) or 

Internet Protocol Security (IPSec) channels. K 

is deleted via secure overwriting from the CS 

after decryption. The users are authenticated 

before the request processing according to 

standard procedures. The process is highlighted 

in above algorithm2. 

 

Simplest form of Proposed MONA 

Representation 

The below is the simplest form of defining the 

proposed algorithm. This is represented in 3 

steps they are as follows: 

 

Algorithm: Userid Key Generation Algorithm: 

 

Input: GroupId(x) and UserId(y), 

 

System Parameters (H, H1, H2, U, V, W, Y, 

Z). 

 

Output: Generate Valid Key Generation. 

 

 

4.3 Data Flow for the proposed Algorithm 

 The below section is mainly used to describe 

the data flow diagram for the proposed 

algorithm, now let us discuss about the 

proposed paper in detail. This is represented in 

following two data flow diagrams which is 

shown clearly in below section. 

 

Data flow diagram for the Group Controller 

handling a list of users 

In this section we will mainly look at the data 

flow diagram which represents the group 

controller which controls the new user who 

gets registered as well as the new key 

generation at the time of user revocation. 

 

New User 

registered

Group 

Controller

Add Number of 

Users

Initiator Send 

Request

Revoke 

User

Remaining 

User

Request Send Key

Send PKey

Revoke
Send 

RequestSend 

GKey

 
 

From the above figure we can clearly tell that 

group controller is a person who will be 

operating in the center and who will take new 

users into the cloud server and it will then 

initiate the nodes to participate for the sending 

the data to and from the cloud. Now the same 

group controller can also operate the facility 

like revoking the user’s key whenever needed. 

If any user leave or come out from the group 
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the group controller will immediately revoke 

the group key of that existing users. 

 

Data flow diagram for the Group Controller 

generating MAC for data while encryption 

and decryption 

In this section we will mainly define the MAC 

generation for the data which is encrypted and 

stored into the cloud, the MAC should be of 

valid type at the time of decryption, if MAC 

fails the receiver can get an idea that data is not 

from original source it have been modified by 

any intermediate source during transmission. 

 

User User
Generate 

MAC Key

Generate 

MAC Key

MAC 

Verifivation

Check

Yes/No

Message 

Failed

Display the 

Output

Yes

No

 
 

From the above figure we can clearly get an 

idea that if MAC verification fails the data cant 

be viewed at the receiver end.The data will be 

opened in a plain text for the valid user with 

MAC address as Success. 

 

5. Pseudocode for the Proposed Encryption 

Algorithm 

As the proposed paper is implemented with a 

new cryptography technique like encryption 

and decryption, it is done with the help of AES 

algorithm. Here in the below section we can 

clearly get an idea about that AES algorithm in 

details with the following detailed explanation. 

 

AES Encryption Algorithm 

Step 1: As per the application in the step 1 ,we 

will upload or browse a file in order to encrypt 

that before it is stored into the server. 

 

Step 2: (Encryption of the actual data begins 

here) 

 

Let the message to be transmitted be 

―CRYPTOGRAPHY‖. 

 

First find the ASCII equivalent of the above 

characters. 

 

C     R     Y    P    T   O   G    R     A    P     H   

Y 

67    82   89  80  84 79 71  82   65   80   72   89 

 

 

Step 3: Now add these numbers with the digits 

of the Armstrong number as follows 

 

     67 82 89 80 84 79  71  82   65  80 72 89 

(+)1    5    3  1  25  9   1    125 27  1    5   3 

--------------------------------------------------- 

    68 87 92 81 109 88 72 207 92 81 77 92 

 

 

Step 4: Convert the above data into a matrix as 

follows 

A=                

   
Step 5: Consider an encoding matrix... 
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B =                    

 

Step 6: After multiplying the two matrices (B 

X A) we get 

 

C = 

                  
 

The encrypted data is... 

 

779, 3071, 13427, 890, 3598, 16082, 1383, 

6075, 28431, 742, 2834, 12190 

 

The above values represent the encrypted form 

of the given message. 

 

1) Decryption 

Decryption involves the process of getting 

back the original data using decryption key. 

The data given by the receiver (the color) is 

matched [6] with the data stored at the sender’s 

end. For this process the receiver must be 

aware of his own color being assigned and the 

key values. 

 

Step 1: As per the application the receiver first 

chooses the valid data which he want to 

download it, once he choose that file, he then 

do the below steps internally in order to view 

the data in a decrypted manner. 

 

 

Step 2 :( Decryption of the original data 

begins here) 

 

 

 

 

The inverse of the encoding matrix is 

 
Step 3: Multiply the decoding matrix with the 

encrypted data 

 

 
(D X C) we get 

 

Step 4: Now transform the above result as 

given below  

 

          68 87 92 81 109 88 72 207 92 81 77 92 

 

Step 5: Subtract with the digits of the 

Armstrong numbers as follows 

 

   68 87 92 81 109 88 72 207 92 81 77 92 

(-)1   5  3    1    25   9   1  125 27  1   5   3 

------------------------------------------------------ 

   67 82 89 80 84 79 71 82 65 80 72 89 

 

Step 6: Obtain the characters from the above 

ASCII 

Equivalent 

 

67 82 89 80 84 79 71 82 65 80 72  89 

C   R   Y   P   T   O  G  R  A   P    H  Y 

 

6. Implementation Modules 

Implementation is the stage where theoretical 

design is converted into programmatically way. 

Generally in the implementation stage we will 

divide the application into number of modules 

in order to make the application develop very 

easily. search over encrypted cloud data. The 

application is divided mainly into following 5 

modules. They are as follows: 
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         1. Group Manager Module. 

            2. Group Member Module. 

            3. Cloud Module. 

            4. File Security Module. 

            5. User Revocation List. 

 

1) Group Manager Module 

Group manager takes charge of followings 

things. They are as follows: 

1. System parameters generation,  

2. User registration,  

3. User revocation, and  

4. Revealing the real identity of a dispute data 

owner.  

 

Therefore, we assume that the group manager 

is fully trusted by the other parties. The Group 

manager is the admin. The group manager has 

the logs of each and every process in the cloud. 

The group manager is responsible for user 

registration and also user revocation too.  

 

2) Group Member Module 

Group members are a set of registered users 

that will store their private data into the cloud 

server and Share them with others in the group. 

Note that, the group membership is 

dynamically changed, due to the staff 

resignation and new employee participation in 

the company. The group member has the 

ownership of changing the files in the group. 

Whoever in the group can view the files which 

are uploaded in their group and also modify it. 

3) Cloud Module 

In this module, we create a local Cloud and 

provide priced abundant storage services. The 

users can upload their data in the cloud. We 

develop this module, where the cloud storage 

can be made secure. However, the cloud is not 

fully trusted by users since the CSPs are very 

likely to be outside of the cloud users’ trusted 

domain. Similar to we assume that the cloud 

server is honest but curious. That is, the cloud 

server will not maliciously delete or modify 8 

user data due to the protection of data auditing 

schemes, but will try to learn the content of the 

stored data and the identities of cloud users. 

4) File Security Module 

In this module we use the following things like  

1. Encrypting the data file.  

2. File stored in the cloud can be deleted 

by either the group manager or the 

data owner (i.e., the member who 

uploaded the file into the server).  

 

5) User Revocation Module 

User revocation is performed by the group 

manager via a public available revocation list 

(RL), based on which group members can 

encrypt their data files and ensure the 

confidentiality against the revoked users.Now 

in the below section we will define the 

pseudocode for the proposed algorithm. 

 

7. Conclusion 

In this paper, we have design a secure data 

sharing scheme, Mona, for dynamic groups in 

an entrusted cloud. In Mona, a user is able to 

share data with others in the group without 

revealing identity privacy to the cloud. 

Additionally, in this we support efficient user 

revocation and new user joining. More 

specially, efficient user revocation can be 

achieved through a public revocation list 

without updating the private keys of the 

remaining users. In this secret key is used for 

authorized user to access the data in cloud 

could not allow authorized user. Also in this 

paper as an extension we have also 

implemented a new concept like encrypting the 

cloud without affecting the original data by an 

un-trusted user. As the cloud servers which are 
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available in the current cloud don’t have any 

facility to encrypt the data before storing into 

the cloud in this paper we have implemented a 

new concept like encrypting the cloud before it 

store into the cloud server. 
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