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Abstract - Mobile Ad hoc Networks named as MANET
is a cutting-edge advancement in the era of wireless
technology and it is defined by collection of mobile nodes
that are connecting together over a structure less wireless
medium and it does not require any centralized control
and also no need of dedicated routers for forwarding the
packets instead of each node act as a router where the
communication taken place. Nodes in the networks are
roaming freely as it wants so it leads to dynamic topology
moreover it has special feature called self-organization
meaning that it can be deployed easily whenever and
wherever  required. Because of these unique
characteristic, it offers plenty of applications as well as it
also leads to security violations.Security is a prominent
factor both in wired and wireless technologies and
success of any application depends on how the security is
implemented for that application. While communication
each node should depends on other nodes that is
expecting coordination form others to complete a
particular task successfully in MANET but achieving
such coordination is always impossible. In this paper we
first discuss the challenges of MANET and turn to issues
of MANET with respect security. Then we present
various types of attacks, and how the attacks are
executed by the way what are all the bit falls. Finally we
discuss the security solutions in order to overcome these
attacks.

Keywords: Mobile Ad hoc Network, Cooperation,
Attacks and Security.

[.INTRODUCTION

In general there are two types of network in
the communication era; Wired network and Wireless
network and wireless network again classified into two
category such that wireless with infrastructure and
wireless without infrastructure. Mobile Ad Hoc
Network comes under wireless network that has no
existing infrastructure and it can be deployed quickly
so that it is also called as self-organized network.
Nodes in the networks are moving freely so as to
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dynamic topology and node can join and leave the
network at any time. It is a distributed network so there
is no central control for coordinating the nodes
involving in the network [1] .Unlike traditional wired
network, there is a dedicated router instead of each
node act as a router for forwarding the packets. The
figure 1 shows the architecture of wireless with
infrastructure and figure2 shows the architecture of
wireless without infrastructure called MANET. These
unique characteristics offer plenty of application
scenarios such that Mobile Conference, Home
Networking, Emergency Services,
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Figurel: Wireless with Infrastructure

Personal area network and Blue tooth and Automotive
PC interactions Embedded Computing Applications
[2]. Typically these applications are running on the top
of MANET architecture and because of thadvancement
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F Figurel: Wireless without Infrastructure in MANET

And unique feature; MANET of these applications has
received tremendous attention nowadays. The rest of
the paper is organized in the following manner, section
Il discusses the challenges involved in MANET,
section Il address the security issues, section 1V
discuss the security attacks and their operations and
impact of those attacks, section V discusses the
solutions for the security attacks and final section
concludes the paper.

I.CHALLENGES IN MANET

MANET has distinct characteristic that leads to various
challenges. The following section discusses the
challenges in MANET.

A. Limited Battery Power
In general all the wireless mobile nodes are
having limited battery power only. A node may
consume its battery power when it finds an optimal
route and also drain its energy due to attempting travel
in invalid routes of the network [3].
B. Dynamic Topology of Networks
In wired network the topology of network
may static whereas in MANET movement of nodes
occurs frequently. It causes dynamic topology of
network [2].
C. Shared Wireless Medium
There is no central control entity in MANET
in order to control the nodes. Here every node has a
right to access to other nodes without worrying about
the access primitives until the security mechanism
established. It leads to vulnerabilities [2].
D. Self-organized control of Nodes
Due to the lack of central control
administration each node behaves them and move in
the network as it wants. In the nodes point of view,
they seem to free but in the security point of view it
may affect and compromised with malicious nodes in
the network [3].
E .Scalability
Number of nodes in the MANET may often
increase because a new node may join or relieve from
the network moreover the movement of nodes may
also causes the scalability problem in MANET [4].
F. Lack of centralized Control
There is no central administration in MANET
when compared with wired network. Due to the lack of
such administration leads to various security attacks
and degrade the network performance [4].
G. Routing
In wired network the routing of packets from
source to destination is easily obtained because they
predetermined one. But in case of MANET, achieving
exact route is impossible one because we could not
predict the routing in advance due to the movement of
nodes [2].

H. Infrastructure less
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The absence of infrastructure less may also
affect the network performance because the lack of
relationship among the mobile devices may severely
suffer it leads to various attacks [2].

I. Memory Consumption

Typically all the mobile nodes are having
limited storage capacity so it may not be support the
high computation when developing the cryptography
techniques to ensure the security [3].

J. Multi hop

There are no specialized routers and gateways
in MANET when compared with wired network.
Hence each node acts as a router in order to forward
the packet from the source to the destination. In this
situation a packet may have to travel more than one
hop before reaching its desired destination so the trust
worthiness of intermediate nodes may be unfeasible
and it will affect the network [2].

I1.SECURITY ISSUES

Security is one of the active research topics in
MANET environment because of the following
reasons first dynamic nature it leads network partition
hence overall performance of the network is in
question. Second wireless channel is accessible to all
type of network users and malicious attackers. Third
nodes in the environment are moving with relatively
poor physical protection have non negligible
probability of being compromised. Therefore, our
attention not only focuses malicious attacks from
outside a network, but also account the attacks
launched from within the network by compromised
nodes [5].Due to the dynamic nature of network, a new
node can join and leave at any time hence we cannot
predict the trust relationship among the nodes and that
node may be a compromised one.

In MANET environment there may be
number of nodes may participate depends on the
applications where the nodes are participating so
security mechanism should be capable to handle such
large networks. As consequence, there is no clear line
of defense in MANETs from the security design
perspective. For any MANET environment the
following security requirements are to be considered:
Availability, Confidentiality, integrity, Authenticity
and Non repudiation [6]. Awvailability ensures the
survivability of network services even if denial of
services (DoS) attacks is presented. Confidentiality
confirms that certain information is never revealed to
unauthorized parties for misbehave activities. Integrity
guarantees that a message is being transferred is never
corrupted that should be received as it is.
Authentication enables a node to ensure the identity of
the peer node with which it is communicating. Non
repudiation ensures that the source of a message
cannot deny having sent the message and the receiving
from denying the reception of the messages.
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IV.ATTACKS, OPERATIONS AND ITS
IMPACT

As a consequence of challenges that discussed
above, MANET is vulnerable to various kinds of
attacks. Attack is nothing but an action will be carried
by any node in order to harm the networks by the way
performance of the network in question. Typically
there are two types of attacks in MANET; internal and
external attacks [6]. Internal attacks are launched by
compromised nodes in the network and it is highly
dangerous and we cannot predict such type of attack.
On the other hand, external attack is launched by
outside of the network and can be easily predicable.
External attacks are classified into two category;
passive attack and active attack. Passive attack aim is
to obtain information from the system that is
transferred and not try to affect the system at any way
but active is opposite the affect the system resources
and alter the system resources. The following tablel
discusses the various major attacks and their operation
followed by its impact in network.

blacklist
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Table 1: Various attacks, operations and its impact

V.SOLUTIONS FOR THE SECURITY

THREATS

To overcome the security violations in
MANET, various cryptographic methods and trust
based mechanism are used at present. These all
methods fight against the attacks in MANET. The
following sections describe some of the proposed
methods in MANET.

A. Key management:

In order to get the better understanding of key
management authors are advised to read the [18-24]
papers. Cryptography is the essential and fundamental
security techniques in MANET [6]. If proper key
management is utilized, the MANET environment
becomes more secure. Public key cryptography has
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proven technique in MANET based on centralized
certificate authority (CA) or distributed Certificate
Authority. Centralized authority is based on trust third
party but such pre-determination and assumptionis not
possible it leads to MANET security into pitfalls. On
the other hand distributed CA is based on secret
sharing mechanism or Pretty Good Privacy (PGP) and
it also complex one when the network density is high.
Another technique is called symmetric cryptographic is
based on single secret key which compromises of
various techniques such as FeistelChiper, Data
Encryption Standard (DES), Advanced Encryption
Standard (AES) etc. Though this techniques has high
computational, till affect by attacks.

B. Intrusion Detection Systems
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It is simply named as IDS and is used to
detect misbehaving, anomaly nodes in the network.
IDS identifies the following two approaches namely
statistical anomaly detection is used to ensure the high
level of confidence whether that behavior is not
genuine user behavior and rule-based anomaly
detection consists of set of rules can be used to assess
the intruder. The papers [25-27] proposed IDS based
security mechanism for MANET for Dbetter
understanding of the readers.

C. Trust based Mechanisms

The traditional security mechanisms that discussed
earlier is suitable but providing demerits in terms of
high computation power, huge memory and processing
capabilities, keys used for security also pre-determined
and depends on trusted third party hence the result is
performance degradation in overall network’s
throughput, availability and robustness[]. In order to
overcome this problem trust comes into existence. At
present trust is getting more attention from the research
communities due to its significant nature and benefits.
Trust is defined as “one entity (truster) is willing to
depend on another entity (trustee) [4]” or “the truster
abandons control over the actions performed by the
trustee [5]”. According to the definition, nodes
involving in the MANET should trust other nodes
based on the trust evaluation before their
communication begins.Generally trust is calculated
based on direct and indirect observation of nodes. The
papers [28-34] proposed trust based mechanisms for
MANET.

VI.CONCLUSION

Security is one of the considerable factors in research
avenues of MANET because it determines the success,
reliability and robustness of deployment applications.
Though today security mechanisms are providing
security, many unpredictable and undiscovered attacks
are exist. Advancement in security of research is till
performing to find new threats and countermeasures in
order to improve the overall MANET performance. At
last we conclude the overall security of MANET is
determined by the MANET weakest points.
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